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  ABSTRACT  
 
With the exponential growth in web based applications, a typical user has to create a lot of usernames and 
passwords in order to use these services, while using these services user have to keep track of her credentials 
which in turns results in high probability of identity theft. A secure and reliable identity management system is 
required in this scenario. OpenID is a good solution to interact with these services through one identity. 
However, it is quite vulnerable to different kind of attacks including phishing. To tackle such kinds of attacks, 
we purpose and evaluate a two factor based anti-phishing method using password and personal identification 
number which is considered very difficult to break. Proposed protocol works by taking two credentials from the 
user instead of one i.e. user password and her PIN code for verification at server side. This two factor based 
protocol is difficult to break even in case a phisher succeeds to get control of the user page.The prototype 
system is built and tested against the phishing attacks and is found to be strong enough for protection against 
identity theft. 
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I. INTRODUCTION 
 

In recent years with exponential growth in web services, users have to create and maintain lot of usernames 
and passwords in order to interact with these web sites. Single Signon (SSO) systems is a good way to create 
one identity and use it for all services. OpenID [1][2][3]  is new and emerging light weight protocol for identity 
management. OpenID 2.0 is a user-centric web single sign-on protocol with over one billion OpenID-enabled 
user accounts, and tens of thousands of supporting websites [4]. OpenID is a system that enables a user to use a 
URL as their identification and log into any OpenID-enabled web site using that URL. User doesn’t need to 
create user IDs and passwords on individual web site. The benefit: As a user of the OpenID system, one doesn’t 
need to remember the usernames and passwords for individual web site [5].User just needs to create one ID 
through any of the identity provider server and use it on all relying parties supporting OpenID. There are more 
than one billion  OpenID accounts [23] and a complete list of OpenID enabled sites is available at [24]. 
However this protocol is quite vulnerable to phishing attacks [6][7][8][10]. 

Phishing is used to attack digital identities, as phishing can duplicate the same site and is very effective. In 
past, e-mails were used to lure users to fake websites for the theft of personal information. However, in these 
days phishing is more complicated and intelligent, and includes malicious codes and Pharming [7]. According to 
the Anti-phishing Working Group (APWG) [12], the average number of monthly phishing websites in 2007 was 
31,160  almost double as compared to those in 2006. The target organizations were based in UK, USA, 
Australia and Canada. It is estimated that the US lost 3billion dollars as a result of phishing in 2007 [7].It seems 
that the theories of the globalization stages does not account completely the stages of globalization based on the 
Internet in a complete and exact way. Because the Internet is a new and direct channel to access target markets 
and shortens and facilitates the globalization stages for companies. It can be concluded that in the upstream 
processes international companies show more willingness to use E-commerce[25]. The proposed single sign on 
based protocol can be embedded in E-commerce websites in order to make them on platform for all. 

The main objectives and goals for conducting this research are to overcome the problems associated with 
the identity theft at web applications. Identity theft causes a loss of billions of dollars as mentioned in previous 
paragraphs. This research presents a double security protocol system and it works as a safeguard against the 
identity theft.  

The scientific contributions of this research are 1)This research presents a novel method with two factors 
based authentication mechanism in which a user of the system can get authorization on the system after 
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providing its two credentials i.e. username and PIN code. 2) secondly, this improved version of protocol is new 
in its nature which can be integrated to any kind of OpenID enabled web services. 

The rest of the paper is organized as follows, section II gives a brief introduction about the 
communication in OpenID environment and the parties involved in OpenID communication. Section III 
describes the existing anti-phishing methods and the problems associated with them. Section IV describes about 
the proposed anti-phishing method in this research and its usefulness as compared to the existing methods. 
Section V is about the prototype system description and the integration of proposed system in the prototype 
system. Comparison of proposed anti-phishing method is briefly described in section VI, this section describes 
the advantages of using proposed protocol over the existing methods in tabular form and finally section VII 
gives a conclusion about the current research. 

 
A. Anti-phishing Techniques 

Several anti-phishing methods have been proposed and implemented for preventing phishing attacks. The 
anti-phishing techniques can be classified in two categories namely heuristic-based and list based. Usually list-
based techniques maintain white list or a black list of websites. Mostly, anti-pharming mechanisms use a black 
list to prevent users from accessing phishing sites. Effectiveness of black list filtering techniques mainly 
depends on different factors e.g., accuracy, freshness and coverage of list of phishing websites. The phishing 
URL’s are normally collected by web crawlers or reported by internet users and list maintainers are generally 
responsible for verification of listed URL’s about their authenticity. A well-controlled and maintained black list 
can identify most famous phishing sites. However, it cannot obviously filter uncollected, unreported or 
unanalyzed URL’s. It is very difficult for a list to be 100% coverage and up to date freshness [8]. 
 
Universal Resource Locator (URL).A phisher may attempt to mislead users by including the @sign in a 
website URL. User agents i.e. browsers usually treat the text before the @ symbol as the name used to access a 
website. Users can be redirected towards a fake web resource by using this URL method, for example using 
URL like www.example.com@ 203.159.10.194. The user thinks he/she is visiting www.example. com, but she 
is actually being redirected to another site with the IP address 203.159.10.194. Thus, it is important to check 
whether a URL contains special symbols in order to avoid possible phishing attacks [8]. 
Domain name. A phishing site can register a domain name similar to the target site. For example, paypa1.com 
andpaypal.com look the same, but the first one is actually paypa plus the numeral one. Distance between two 
strings can be measured by applying several metrics e.g.[9] distance. The measured distances can be used as an 
index to identify possible phishing sites. 

In section II we discuss normal flow of communication in OpenID environment and the scenario where 
OpenID is vulnerable to phishing attacks. Section III describes the related techniques used to address the 
phishing attacks. We discuss proposed protocol and demonstrate a prototype system for protocol strength in 
section IV and V. Section VI gives a comparison table between proposed and existing anti-phishing methods. 
We conclude the discussion in section VII. 
 

II. Communication in OpenID 
OpenID is a decentralized mechanism of identity management for SSO. It works on a set of 

communication protocols, and different parties communicate with each other in order to authenticate a user. 
There are three major components in any OpenID system: Relying Party (RP), Identity Provider Server (IdP), 
and User Agent. These components interact with each other during the authentication process [5]. Roles for 
these components are explained below. 
 
Relying Party (RP) is normally a web resource including website or some web services, a user wants to interact 
by providing his/her OpenID. On receiving this Id RP initiates a service discovery through Yadis [21] protocol 
for discovering the Identity Provider server. An association handle is created between the RP and the IdP for 
information exchange in the later part of authentication and is shown in step 2 of Figure1. Once the IdP is 
discovered and the association handle is created the RP redirects the user agent towards server for 
authentication. 
 
The Identity Provider (IdP)is the OpenID provider server that holds an End User’s credentials. The Identity 
Provider will validate the ownership of an identity. Usually it can exchange the protocol messages with RP for 
information exchange. An IdP is capable of issuing an id, usually in the form of a URI e.g.  
“asifait.pip.verisignlabs.com” is an example of an OpenID issued by a central IdP server from VeriSign Identity 
Protection. In step 4 of Figure1 the user is authenticated by the IdP by his username and password. After user 
authentication the user browser is redirected towards the RP and now the user can use services of RP as an 
authenticated user. 
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User agentis the end user’s browser who wants to communicate with the OpenID enabled services. In step 1 of 
Figure1 the user initiates a session with the RP by providing his/her Id and then the rest of the steps occur. 
Figure1 below shows a set of communication among these parties. 
 

 
 

Figure-1: Communication in OpenID components 
 

A. Vulnerability of Phishing Attack in OpenID 
Phishing is a malicious activity where an attacker (phisher) tries to trick Internet users in providing 

confidential information [13]. Phishing is a serious problem in web based applications because with phishing 
intruder can steal sensitive information like bank account details, social security number and credit card number 
[8]. OpenID is a light weight and easy to implement protocol for SSO systems but it is vulnerable to phishing 
attacks [7][8][10][11]. Figure2 shows a scenario of phishing attack in OpenID communication. When a user 
agent provides his id to RP for using its services, then malicious RP can redirect the client browser to a fake 
server designed similar in look and feel of original server as shown in step3 of Figure2. The user thinks he is on 
original server and provides his credentials to the server and this is the point of Phishing in OpenID. 

 

 
 

Figure-2: Phishing scenario in OpenID communication 
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III. Related Work 
Single sign-on (SSO) is mechanism where a single user action for user authentication and authorization 

can allow a user to access all services, computers and systems, where he has access permission, without the need 
to enter multiple passwords [14]. SSO consists of different kind of architectures, some of them deal with a 
single set of credentials and the some are deal with multiple credentials. The former are normally PKI-based and 
token-based systems. The cookie-based and Kerberos-based are both the token-based SSO systems. For the 
latter, there are credential synchronization-based system, secure client-side credential caching system and secure 
server-side credential caching system [15]. Since OpenID is cookie-based systems, so we discuss only 
authentication process of cookie-based systems. Here we discuss some of the existing anti-phishing methods. 

 
A. Existing Anti-Phishing Methods 
Some anti-phishing methods for OpenID have been presented, for example my OpenID’s Personal 

icon[12];VeriSign and IE7's Extended Validation Certificate[16, 17];VeriSign and Firefox's seatbelt[17, 18]; 
Vidoop’s new password solution[19] and Jabber's authentication by a messenger or SMS[20]. My OpenID’s 
Personal icon: Personal Icon works just like Yahoo's Sign-in Seal. Because an OpenID provider (OP) has a 
cookie for a user's PC, an OP redirected by an RP shows pictures or texts initially input by the user. VeriSign 
and IE7's Extended Validation Certificate: This was jointly developed by VeriSign and IE7.If an OP is an OP 
verified by VeriSign, a web browser's address window turns Green. This certificate is available only for IE7 and 
costs about $1,000.VeriSign and Firefox's seatbelt: This was jointly developed by VeriSign and Firefox. If an 
OP's address is different from one previously set, seatbelt shows a warning message. Like Personal Icon; it can 
be used only on the user's PC and not on other PCs. Vidoop's new password solution: When a user signs in with 
Vidoop, a picture is selected instead of a password. An activation code is issued by e-mail and a picture is used 
as an input for password. Jabber's authentication by a messenger or SMS: If an RPis redirected to a correct OP, 
the OP lets a user know this by a messenger or SMS. To use this, a user should log in to a messenger or have a 
device with which to receive an SMS message. 

 
IV. Proposed Anti-phishing Method 

In this paper we propose and evaluate a new method based on two factors i.e. password and Personal 
Identification Number (PIN). It was found that the proposed model have the capacity to make it very difficult 
for intruders to phish the RP. This model works as follows: 

During initial registration on any IdP, user have to give their personal information including name, address, 
phone no. etc. that is stored on the IdP for user verification and this information might be used by some of the 
RP in order to facilitate user for more services at RP. In this model we have proposed and implemented another 
factor in protocol message called PIN, a four digit numeric code like an Automatic Teller Machine (ATM) code. 
We store this PIN code at the server side in encrypted form e.g., md5 encryption. Now let’s discuss about user 
authentication on this kind of server, during Step1 of user authentication, id is provided to the RP along with his 
PIN code. In Step2 of the Figure3 the RP creates a association handle with the IdP and redirects the user towards 
IdP in Step 3 and now in Step4 the IdP authenticate the user by his username and password. If the user is 
successfully authenticated, IdP sends a success message to RP along with the stored PIN of this user as shown in 
Step5 of Figure3. In this model at RP side we get the encrypted PIN from the server and compare the two PINS 
e.g., one provided by user to RP and the other returned from the server, if the operation is successful, RP give 
access to the user for using its services otherwise it rejects the user. 

Now consider a situation of phishing which is discussed above. Let’s imagine after Step1 inFigure2, an 
intruder comes in this situation and redirects the user browser to some fake server with a  phishing attack, in this 
situation the user is under attack as in Step 3 of Figure2. Because this server is fake and having no information 
on user PIN code, in this case it will be impossible for intruder to guess and return the user PIN code to RP and 
once the RP does not receive the correct encrypted PIN code from original server, RP computation method will 
not allow user to authenticate its services to user. This scheme shows the protection against phishing by using a 
second factor PIN which is only stored and accessed through original IdP server, even though the user agent is 
phished to some fake server they cannot get the PIN code from this server. The schematic diagram of this model 
is shown in Figure3. In section V we demonstrate this model through a prototype system. 
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Figure-3: user authentication scenario using proposed model 

 
V. Prototype System Description 

We have tested the proposed model of anti-phishing by developing a prototype system, a social book 
marking and tagging application as shown in Figure4. The prototype system has two ways of authentication for 
the user: one is the normal authentication through conventional username/password and the other is through 
OpenID URL. This system gets the OpenID of user along with his/her PIN code as shown in Figure 4. In the 
second step this RP redirects the user browser towards the IdP through its discovery protocol using Yadis [21] 
and the IdP server authenticate the user first by exchanging username/password with user and then exchange a 
protocol message with RP by sending encrypted PIN code. If the user does not enter correct PIN code at RP or 
RP does not receive the correct PIN from IdP, it will never allow user authentication. In Figure 4we entered a 
wrong code and got error message. In this way if there is a phishing attack on our proposed RP, the intruder, in 
result  might steal the user credentials like username and password but they cannot have access to user PIN 
which is stored at IdP and hence cannot be authenticated by the RP which implements this second factor. 
Figure5 shows a data exchange message between our RP and the IdP server, for this prototype system we have 
used the pip VeriSign labs OpenID provider server[22]. This data exchange includes the data that is being 
transferred from OpenID provider server towards the RP. 

 

 
 

 
Figure-4: user authentication scenario in prototype system using proposed model 
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Figure-5: Data exchange between RP and IdP in  proposed model 

 
VI. Comparison with Existing Models 

Table 1 shows a concrete comparison between existing models and the proposed model in this paper. 
 

Table1: comparison of proposed model with existing model 
Method Login any PC Security Expensive 
MyOpenID’s_ 
Personal_icon 

Own Safe Inexpensive 

VeriSign_and_ 
IE7’s_Extended_ 
Validation_ 
Certificate_ 

Any Safe Expensive 

Verisign and Firefox 
Seat Belt 

Own safe Expensive 

Vidoop’s_new_ 
password_ 
solution_ 

any not very safe Inexpensive 

Jabber’s_ 
authentication 

Any not very safe Inexpensive 

Proposed  model in this paper Any Safe free 
 
VII. CONCLUSION 
 

With exponential ground in web based applications, users have to create a number of usernames/passwords 
for interacting with these services. SSO, especially OpenID, is a good solution to this problem, but with its 
advantages it is vulnerable from phishing attacks. In this research we have described the phishing scenario in 
OpenID environment and presents new double factor based anti-phishing method for OpenID based SSO which 
is secure, free and very easy to implement in any OpenID enabled service. Authors believe this will give a hard 
time to intruders for phishing OpenID enabled websites integrated with this new protocol. A prototype system 
has been designed and the proposed protocol is tested against the possible phishing attacks, after a 
comprehensive testing and experimenting with different phishing methods, it is found that the proposed protocol 
is secure enough against the phishing attacks. We designed and evaluated a prototype system for validation of 
our model and found it a strong wall against phishing. 
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