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ABSTRACT

In today's day and age, one of the important topics in information security is authentication and Graphical
Password or Graphical User Authentication (GUA) is one of the most secure techniques. This paper will
touch on the security aspect of those algorithms and what most researchers have been working on trying to
define these security features and attributes. The goal of this study is to develop a complete decision model
that allows automatic selection of available GUA algorithms by taking into considerations the subjective
judgments of the decision makers based on the Fuzzy Analytic Hierarchy Process (FAHP).
Keywords — Graphical Password, Authentication Security, Attack Patterns, Brute force attack, Dictionary
attack, Guessing Attack, Spyware attack, Shoulder surfing attack, Social engineering Attack,
Password Entropy, Password Space.

1. INTRODUCTION

In describing Graphical Based Passwords, researchers coined the term "Picture Superiority Effect" which
shows the effect of GBP being used as a solution for the conventional password techniques. It also underlines the
impact of GBP and highlighting the fact that graphics and text are easier to commit to memory than those
techniques.

Initially, the concept of Graphical User Authentication (GUA) (Graphical Password or Graphical Image
Authentication (GIA)) described by Blonder (Blonder, 1996), one image would appear on the screen of whereupon
the user would click on a few chosen regions on the image. Authentication is done when the user clicks on the
correct regions. Security is one of the major issues in graphical passwords and should be evaluated and measured [1-
3]. There are many researches on this area that shows the security of GP are related to the multiple factors such as
entropy, password space and related attacks [1, 3]. These factors proved that it is not possible to simply find a
formula that evaluates graphical password algorithms. So, till now, there isn’t a complete evaluation model for
evaluating the security of graphical password algorithms based on all the related aspects [3].

Meanwhile, there are many types of multi-criteria techniques for decision making like PROMETHEE,
ELECTRE, and Analysis Hierarchy Process (AHP). These techniques use the best opinions from all possible
alternatives using multiple, sometimes conflicting, decision criteria. The AHP technique investigated in the present
study, is a multi-criteria decision making technique developed by Saaty [4]. Although traditional AHP technique
may display expert knowledge, it cannot reflect human thinking [4]. Therefore, FAHP technique was developed [4].
So, we will try to propose a complete security evaluation criterion for most graphical password (GP) algorithms
including the related aspects in GP.

2. Our Proposed Framework

For the proposed Fuzzy AHP technique, five steps have been defined, as shown on figure 1 below.
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Step 1: Define the Proposed Evaluation Criteria

v

Step 2: Finding the hierarchical framework

v

Step 3: Define Fuzzy Sets and Judgment Matrix

v

Step 4: Establish the Triangular Fuzzy Numbers

v

Step 5: Finalize the weights by Fuzzy AHP (FAHP)

Figure 1: The framework of proposed evaluation criteria

3. Graphical Passwords’ Security Evaluations

In regards to the Magic Triangle evaluation criteria [3], that we have proposed, we defined a triangular of
attributes that can be used to test graphical password security, namely attack, password space and password entropy
as shown in figure 3. With reference to previous researches [3], it is possible to calculate the password space and
entropy by using mathematical formulas. However in order to measure the attacks attribute, we must evaluate the
attack resistance of each graphical password related attacks.

Attacks

Password Password
Space Entropy

Figure 2: Magic triangle evaluation for graphical passwords security

This also proves that we cannot use a general evaluation method to compare and test different algorithms. In
the following section, we will try to explain the different attacks and the related formulas that will be use to calculate
password space and entropy.

3.1. Graphical Passwords related Attacks

Based on the International Attacks Patterns Standard (CAPEC 2011) as well as related researches, at present

there are seven common graphical password attacks, namely:

Brute Force Attack (BFA): The attack that tries to find every possible combination of password in order to break it
(CAPEC-49).
Dictionary Attack: This method checks for words in a preset dictionary and test whether they are being used as a
password or not (CAPEC-16).
Spyware Attack: Spyware installed themselves on a users’ computer and records sensitive data for the attacker [3]
Shoulder Surfing Attack: Attackers will peer over a person’s shoulder in order to find out their password [3]

Social Engineering Attack (Description Attack) (SEA): An attacker that impersonates an authorized employee by
getting information through other employees in the organization (CAPEC-403).
Guessing Attack: This type of attack guesses a user’s password by using common personal information such as
name of their pets, passport number, family name and so forth [1]
Manipulation Attack (MA): This attack exploits the file location algorithm of a file by creating another file with
the same name as the protected and privileged file. Then system can then be manipulated once it accepts the fake file
as a trusted application component and loads it instead of the original file. Applications tend to load external
components or files such as system libraries and configuration files and should be protected again malicious
manipulation attempts. Unfortunately, an attacker can create a file with the same name and place it in the directory
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that will be search before the legitimate directory is selected, especially if the application only locates using the
filename (CAPEC-177 Child of CAPEC-165 that is file manipulation).
3.2. Password Space
The last resource on December 2010 defines the password spaces formula [1]:
PS=M"N

In this formula, M represents the number of images in each round while N represents the number of rounds.
However, in regards to the triangle method and movable frame algorithms in this formula along with the process of
finding and selecting the line and triangle values, it is not possible to calculate the accurate password space using
this formula. This means that the algorithms for graphical password space must be calculated using the conditional
probability formula based on case by case situation and not using one unique formula to evaluate every available
algorithm.

3.3. Password Entropy

In order to measure the security of passwords that has been generated, password entropy is used. It is a method
of measuring the level of difficulty in guessing the password blindly. For example, let’s assume that all passwords
are distributed evenly; we can use the formula below to calculate the password entropy of the GP [1].

PE =N log, (ILJ|O[|C|)

Basically, graphical password entropy measures the probability of an attacker randomly guessing the correct
password. In the formula, N represents the length or number of runs, L is the locus alphabet as the set of all loci, O
represents and object alphabet and colour is represent by C. Although, it is possible to calculate the password
entropy for some algorithms using this formula, it is not applicable to all algorithms. For example, this formula
cannot be used to calculate triangle algorithm because the major process of triangle selection is not valued in this
formula. This problem also is similar for movable frame algorithm where the process of finding a line and select it is
not valued [1].

4. Fuzzy Logic and Fuzzy Set

The word “fuzzy” in the dictionary means “not clear, indistinct, non coherent, vague”. However, in a technical
sense, fuzzy systems are systems that precisely defined and fuzzy control is a non-linear control that is precisely
defined. The goal of fuzzy logic is to mirror (or improve) “human-like” reasoning. Fuzzy systems are either
knowledge-based or rule-based. Specifically, the key component of a knowledge based fuzzy systems are the sets of
IF-THEN rules obtained via human experience and expertise. The fuzzy systems are multi-input-single-output
mappings from a real-valued vector to a real-valued scalar [5].

Fuzzy logic systems are created to handle mathematical vagueness and uncertainties. It is also designed to
provide a formalized tool that deals with the imprecision and intrinsic issues of many problems. Fuzzy systems
allows inference morphology that enable human reasoning capabilities to be included into knowledge-based
systems. The theory of fuzzy logic provides a mathematical strength to capture the uncertainties associated with
human cognitive processes, such as thinking and reasoning [6-8].

The classical theory set of either a member or not a member is based on the fundamental set concept. In this
theory, there is a sharp and unambiguous distinction existing between a non-member and a member for any set of
defined entities. An entity that belongs to a set has a precise and clear boundary that separates it from others.
Unfortunately, in the real world, not all applications can be handled using the classical set theory. The fuzzy set is
actually an extension of the crisp set. Crisp set only allow full membership or non-membership at all, whereas fuzzy
sets allow partial membership [9].

Fuzzy numbers are the special classes of the fuzzy quantities. It is a fuzzy quantity M that represents the
generalization of r, a real number. Intuitively, M(x) should be a measure of how well M(x) approximates “r”” [10].

The convex normalized fuzzy set is the fuzzy number f. It characterized the given interval if real numbers, with
a grade between 0 and 1 for each membership. Of course, it is possible to use different fuzzy number for different
conditions. Generally in practice triangular and trapezoidal fuzzy numbers are used [11]. Typically, it is more
convenient to work with triangular fuzzy numbers (TFNs) in applications because it is computationally simpler.
Also, they are more useful when promoting the representation and information processing in a fuzzy environment.
Figure 4 below shows the triangular fuzzy number, M:
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M
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Figure 4: A triangular fuzzy number, M
Three real number, expressed as a, b and c, are defined in TFNs. These parameters respectively represent the

smallest value possible, followed by the most promising value and finally the largest possible value that describes
the fuzzy event. The function of the membership can be described as;

0, x <l

) % a<x<bh
x/M)=1._ Eq. 1
u(x/ {g b<x<c (Eq. 1)

0, xX>u

The different operations can be defined by the triangular fuzzy numbers. However, there are three important
operations being used in this study. For example, if we define two positive fuzzy numbers of x= (X, X, X.) and y=
(Ya» Yo, Ve) then it would be:

XY= (Xa» Xby X )+ (Yay Yos Ye) = (Xa +¥a» Xb T¥b, Xe +Ye) (Eq.2)
X*y: (Xaa Xbs, Xc)* (Yaa Yo, YC) = (Xa Ya, Xb Yo, Xc YC) (Eq 3)
X 1= (Xay Xpw Xo) | = (1/%q, 1/xp, 1/%c) (Eq. 4)
Z¥X=7*( Xa, Xp Xc)= (ZXa, ZXp, ZXc) (Eq.5)

Other algebraic fuzzy numbers operations can be found in [12-13].

5. FUZZY MULTI-ATTRIBUTE DECISIONMAKING METHODS

There are two main characteristic that gives fuzzy system an advantage in performance for specific
applications are: fuzzy systems are better at approximate reasoning especially when dealing with mathematical
models that are difficult to derive. With fuzzy logics, decision making with estimated values is still possible with
incomplete or uncertain information [6-8].

One fuzzy system that caused a lot of attention and interested in decision science, systems engineering,
management science, evaluation systems, and operations research is the Fuzzy Multi-Criteria Decision Making
(FMCDM). The most important component in FMCDM is fuzzy multi-attribute decision making. There are many
efficient methods in dealing with fuzzy multi attribute decision making problems which is according to the decision
maker’s own preference and whether the information is known or completely unknown.

In order to solve a fuzzy multi-criteria decision making problem, the key is how to obtain the preference
information on the weight of the decision-maker’s criteria. These efficient methods includes Analytical Hierarchy
Process (AHP), average weighted comprehensive method, fuzzy optimum seeking method, minimum membership
degree method, average weighted programming method, fuzzy neutral networks comprehensive decision making
method, fuzzy iteration method, and target decision by entropy weight and fuzzy. For the evaluation criteria, we
propose using the AHP technique to find the best decision-making criteria weight [13-15].

6. AHP and Fuzzy-AHP (FAHP) Method

There are several fuzzy AHP methods, but the authors of this paper prefer Chang’s extent analysis method
since the steps of this approach is relatively easier compare to the other methods. In the following, the outlines of the
extent analysis method on fuzzy AHP are given as: Let X = (X, Xy, . . . ,X,) be an object set, and U = (u,uy, . . . ,uy)
be a goal set. Based on Chang’s extent analysis [16], each object is taken and extent analysis for each goal, gi, is
performed respectively. Therefore, m extent analysis values for each object can be obtained, with the following

signs:
1 2 —
Mg, Mg ..., Mg} i=12,..,n

i . . .
Where all the M i (i =1,2,...,n) are triangular fuzzy numbers (TFNs). Respectively, they are the lowest possible

value, most possible value and largest possible value. Figure 6 illustrates a TFN that is represented as a, b, and c.
The steps of Chang’s extent analysis can be given as follows:
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Stepl1:

The value of the fuzzy synthetic extent with respect to the ith object is defined as (Eq. 6):
m n om -1

Si= Z M/ g; + ZZ My
j=1 i=1j=1

To obtain Y72, M J gi perform the fuzzy addition operation of m extent analysis values for a particular matrix as (Eq.
7):

m m

m m
Ziji= aij'zbij;zcij , i=12,..,n
j=1 j=1 j=1 j=1
Regarding to the fuzzy addition operation such as Eq. 5, it is possible to define (Eq. 8):

n n

m n m m n m
S5 wa=(35m 55w 5 5w
1j=1 j=1

i=1j=1 i= i=1 i=1j=1

And then compute the inverse of the vector in Eq. such that (Eq. 9):

n m -1
) 1 1 1
ZZM].W = n m rym m IANID m
Zi=12j=lcij Zi=12j=1bij i ajj

i=1 j=1 i=14j=1

So it is possible to compute S; such that (Eq. 10):

m m m
1 1 1 _
S = a;, ) by, ) ¢y |*|\ =% S o yn s op o ym s i=12,.,n
=1 = i=14&j=1"ij i=14&j=1"%ij i

= i=1 Zij=1aij

Step2:
The degree of possibility of M, = (a,, b,, c,) = M; = (a4, by, ¢,)is defined as (Eq. 11):
V(My = My) = %up[min(/.tMl(X), 2 () ]

=X

And can be equivalently expressed as below (Eq. 12):

1, if by =2 by

. 0, ifa, =>c

V(My = My) = hip(M; 0 My) = pyy,(d) = o e, faze
Otherwise

(b —cy) — (by —ay)’
Where d is the ordinate of the highest intersection point D between p,,, and py,, (Figure 5).

&

07 £=7 Y Sy An—

Figure 5: the intersection between M, and M,
For comparing M, and M,, we need both the value of V(M, = M;) and V(M, = M,).
Step3:

The degree of possibility for a convex fuzzy number to be greater than Kconvex fuzzy number M;(i =
1,2, ..., k) can be defined by (Eq. 13):
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VIM =M, M,, .., Mg) =V[(M = M)and(M > M,)and ...and (M = M, )]
=minV(M = M;), i=123..,k

Assume that (Eq. 14):

d(A) =minV(S; = S,) K=12,...,n; k#i
Then the weight vector is given by (Eq. 15):
W'=(d'(4),d (4,), .., d AT

That 4;(i = 1,2, ...,n) are n elements.

Step 4:

Via, normalization, the normalized weight vectors are (Eq. 16):
W= (d(Al)! d(AZ)! R d(An))T

That Wis a non-fuzzy number.

It is impossible to create mathematical operations directly using security evaluation values especially the
common attack values. The best way is to convert the attack scale into a fuzzy scale. There is a variety of different
fuzzy scales [17-20], The triangular fuzzy conversion scale in this paper - shown in table 4 below, is used in the
evaluation model founded by Gumus (2009) [13].

Table 4: Triangular fuzzy conversion scale

Row Security value scale Triangular Triangular fuzzy
fuzzy scale reciprocal scale
1 Just equal (1,1,1) (1,1,1)
2 Moderate importance (1,3,5) (1/5,1/3,1)
3 ‘Weakly more important (3,5,7) (1/7,1/5,1/3)
4 Strong importance (5,7,9) (1/9,1/7,1/5)
5 Very strong importance (7,9,11) (1/11,1/9,1/7)

7. Proposed system and hierarchical diagram

We would like to propose an evaluation methodology to examine the security strength of graphical password
algorithms. In order to yield the proper result, the method that was chosen - fuzzy AHP, requires a hierarchical
structure. Referring to the last security evaluation criteria which is the magic rectangle discovered by Lashkari
(2011) [21], The main variables for security evaluation in graphical passwords are C;: Password Space (PS), C.:
Password Entropy (PE) and Common Attacks namely C;: Brute Force Attack (BTA), Cy4: Dictionary Attack (DA),
Cs: Spyware Attack (SA), Cq: Shoulder Surfing Attack (SSA), C7: Social Engineering Attack (Description Attack)
(SEA), Cg: Guessing Attack (GA), Cy: Manipulating Attack (MA). Figure 6 shows the hierarchical structure that is
considered for this proposed system. It is based on a graphical password technique (GPT) and will be evaluated by
the system.

Selection the related variables for evaluation

ATTACKS |
PS PE BTA DA SA SSA SEA GA MA
GPT

Figure 6: The hierarchy to security evaluation of graphical passwords based on magic triangle found by Lashkari 2011
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8. Discussion based on numerical application

Many professionals as well as academics have worked to build pair-wise comparison matrixes for the
attributes. Figure 7 below shows an example of a questionnaire that is provided to retrieve the first numerical
evaluation matrix. The geometrical mean of individual evaluations is taken and calculated to get the accurate result.

n Fuzzr Seale Eecpracal 3ol
2 Asrribores Artribores
L2 3| 4]5[T)2]3|4]5
(s} §
[
Eoram|
[oX;
e
03
(]}
=
(]
T
QI
51T 1
Lo} !
I FPazswosd
Entropy (PE)

Sociz] Ensineaninz Ateck {Trescription ATRCE) (SEA)

Figure 7: questionnaire for collect the evaluators’ feedbacks

In the first step of the analysis, in regards to the decision maker's preferences for our criteria, the pair-wise
comparison values are converted into TFN values, as shown in the table matrix where the main attribute is being
built:

Table 5: Fuzzy Pairwise comparison matrix

Criteria cl c2 c3 ca cs c6 c7 c8 c9
c1 1,1,1 1,1,1 1,3,5 1,3,5 1,3,5 1,3,5 1,3,5 1,35 1,35
c2 1,1,1 1,1,1 3,5,7 3,5,7 3,5,7 3,5,7 3,57 3,57 357
c3 1/5,1/3,1  1/7,1/5,1/3 1,1,1 1,3,5 1,3,5 1,1,1 1,3,5 1,1,1 1,11
ca 1/5,1/3,1  1/7,1/5,1/3  1/5,1/3,1 1,1,1 1,3,5 1,1,1 1,1,1 1,35 1,11
c5 1/5,1/3,1  1/7,1/5,1/3  1/51/31  1/51/31 1,11 1,1,1 1,1,1 1,1,1 1,11
c6 1/5,1/3,1  1/7,1/5,1/3 1,1,1 1,1,1 1,1,1 1,1,1 1,3,5 357 13,5
c7 1/5,1/3,1  1/7,1/5,1/3  1/5,1/3,1 1,1,1 1,1,1 1/5,1/3,1 1,1,1 1,35 1,11
cs 1/5,1/3,1  1/7,1/5,1/3 1,1,1 1/5,1/31 1,11 1/7,1/51/3  1/51/31 1,11 1,11
c9 1/5,1/31  1/7,1/5,1/3 1,1,1 1,1,1 1,1,1 1/5,1/3,1 1,1,1 1,1,1 1,11

Once the fuzzy pair-wise comparison matrix has been formed, the weights of all criteria can be determined
with the help of FAHP. The first synthesis value should be calculated according to the FAHP method. Table 5 below
shows that the synthesis values in respect to the main goal is calculated the same way as in Eq. (6) using operation
based on Eq. (3):

Scl1=(9.000, 23.000, 37.000) @ (0.005, 0.008, 0.013) = (0.049, 0 .181, 0.469)
Sc2=(23.000, 37.000, 51.000) © (0.005, 0.008, 0.013) = (0.125, 0.291, 0.646)
Sc3=(7.343, 13.533, 20.330) @ (0.005, 0.008, 0.013) = (0.040, 0.106, 0.258)
Sc4=(6.543,10.867, 16.333) @ (0.005, 0.008, 0.013) = (0.036, 0.085, 0.207)
Sc5=(6.543, 6.867, 8.333) © (0.005, 0.008, 0.013) = 0.036, 0.054, 0.106)
Sc6=(9.343, 15.533, 22.333) © (0.005, 0.008, 0.013) = (0.051, 0.122, 0.283)
Sc7=(5.743, 8.200, 12.333) © (0.005, 0.008, 0.013) = (0.031, 0.064, 0.156)
Sc8=(4.886, 5.400, 7.667) © (0.005, 0.008, 0.013) = (0.027,0.042, 0.097)
Sc9=(6.543, 6.867, 8.333) @ (0.005, 0.008, 0.013) = (0.036, 0.054, 0.106)
These values are obtained by comparing the fuzzy values using Eq. 12:

V(Sc1=>Sc1) V(Sc2>Sc1) V(Sc32Scl) V(Sc4>Scl)  0.62 V(Sc52Scl)  0.30
= - = 1.000 = 1.000 = 4 = 9
V(Sc1=>Sc2) V(Sc2>Sc2) V(Sc32Sc2) V(Sc4>Sc2)  0.28  V(Sc52Sc2) 1.00
= 0.757 = - = 0418 = 5 = 0
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V(Sc1=>Sc3) V(Sc2=>Sc3) V(Sc32Sc3) V(Sc4>Sc3)  0.88  V(Sc525c3)  0.55
= 1.000 = 1.000 = - = 8 = 6
V(Sc1=Sc4) V(Sc2=>Sc4) V(Sc3>Sc4) V(Sc42Sc4) V(Sc52Sc4)  0.69
= 1.000 = 1.000 = 1.000 = - = 0
V(Sc1=>Sc5) V(Sc2=>Sc5) V(Sc32Sc5) V(Sc42Sc5)  1.00  V(Sc52Sc5)

= 1.000 = 1.000 = 1.000 = 0 = -
V(Sc1=>Sc6) V(Sc32Sc6) V(Sc42Sc6)  0.81  V(Sc52Sc6)  0.44
= 1.000 V(Sc22Sc6)= 1.000 = 0929 = 0 = 5
V(Sc1=>Sc7) V(Sc32Sc7) V(Sc42Sc7)  1.00 V(Sc52Sc7)  0.87
= 1.000 V(Sc22Sc7)= 1.000 = 1.000 = 0 = 6
V(Sc1=>Sc8) V(Sc32Sc8) V(Sc42Sc8)  1.00 V(Sc52Sc8)  1.00
= 1.000 V(Sc2>Sc8)= 1.000 = 1.000 = 0 = 0
V(Sc1=>Sc9) V(Sc32Sc9) V(Sc42Sc9)  1.00  V(Sc52Sc9)  1.00
= 1.000 V(Sc22Sc9)= 1.000 = 1.000 = 0 = 0
V(Sc62Scl)= 0.799 V(Sc72Scl)= 0.480 V(Sc82Scl)= 0.258 V(Sc92Scl)= 0.309

V(Sc62Sc2)= 0.483 V(Sc72Sc2)= 0.120 V(Sc82Sc2)= 0.276 V(Sc92Sc2)= 0.359

V(Sc62Sc3)= 1.000 V(Sc72Sc3)= 0.735 V(Sc82Sc3)= 0.472 V(Sc92Sc3)= 0.556

V(Sc62Sc4)=  1.000 V(Sc72Sc4)= 0.852  V(Sc8>Sc4)= 0.589 V(Sc9>Sc4)= 0.690

V(Sc62Sc5)=  1.000 V(Sc72Sc5)= 1.000 V(Sc82Sc5)= 0.842 V(Sc92Sc5)= 1.000

V(Sc62Sch)= - V(Sc72Sc6)= 0.646  V(Sc82Sc6)= 0.367 V(Sc92Sc6)= 0.445

V(Sc62Sc7)=  1.000 V(Sc72Sc7)= - V(Sc82Sc7)=  0.750 V(Sc9=Sc7)= 0.876

V(Sc62Sc8)=  1.000 V(Sc72Sc8)= 1.000 V(Sc82Sc8)= - V(Sc92Sc8)= 1.000

V(Sc62Sc9)=  1.000 V(Sc72Sc9)= 1.000 V(Sc82Sc9)= 0.842 V(Sc92Sc9)= -

Eq. 14 is used to calculate the priority weights:

d’(C1)=min(0.757,1.000,1.000,1.000,1.000,1.000,1.000,1.000)=0.757
d’(C2)=min(1.000,1.000,1.000,1.000,1.000,1.000,1.000,1.000)=1.000
d’(C3)=min(1.000,0.418,1.000,1.000,0.929,1.000,1.000,1.000)=0.418
d’(C4)=min(0.624,0.285,0.888,1.000,0.810,1.000,1.000,1.000)=0.285
d’(C5)=min(0.309,1.000,0.556,0.690,0.445,0.876,1.000,1.000)=0.309
d’(C6)=min(0.799,0.483,1.000,1.000,1.000,1.000,1.000,1.000)=0.483
d’(C7)=min(0.480,0.120,0.735,0.852,1.000,0.646,1.000,1.000)=0.120
d’(C8)=min(0.258,0.2760.472,0.589,0.842,0.367,0.750,0.842)=0.276
d’(C9)=min(0.309,0.359,0.556,0.690,1.000,0.445,0.876,1.000)=0.309

Finally, the priority weight was w’=(0.757,1,0.418,0.285,0.309,0.483,0.120,0.276,0.309).
9. Conclusion

In Information Security, user authentication is the most important and critical elements in this field of study.
Researches dating from 1996 to 2011 has shown that a combination of geometrical shapes, patterns, textures and
colors have higher chance of being memorized correctly compare to meaningless alpha-numeric characters. This
makes graphical user authentication (GUA) the most desirable alternative to textual passwords. In order to select the
best GUA algorithms based on issues related to security and their respective attributes, some arguments should be
consider such as password spaces, password entropies and the strength and weakness to common attacks. To select
the best GUA, this paper suggests the integration of Fuzzy AHP and Fuzzy TOPSIS. Fuzzy AHP can be used to
determine the criteria weights and priority values of the GUA algorithms using the nine common security related
attributes and issues. This method is very useful when evaluating complex multiple criteria alternatives that includes
subjective and uncertain judgments. Meanwhile, the Fuzzy TOPSIS method is used to determine the rank of the
GUA algorithms. It is a well known alternative ranking method suitable for multiple-criteria decision-making. The
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combination of both Fuzzy AHP and Fuzzy TOPSIS gives the user and experts the capability to pick the best GUA
algorithm that suits their purpose and requirements. In the future, other attributes such as usability can be studied
and considered as part of the selection criteria for GUA algorithms.
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